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Texvikég Npodlaypadec twv mpog dtabeon Stadiktuakwv umnpeotwy Twv Qopéwv

1. Elcaywyn

To mapov gyypado meplypAdel TIG TEXVIKEG Tpodlaypades Twv SLadIKTUAKWV
untnpeocwwyv twv Qopéwv pe okomd tn O6wdBeon (twv unmnpeowv) oto Kévipo
AlaAettoupykotntag tng MNIWA.

Mepléxel XpNOLUEG TANPOdOPLEC yla TOV TPOMO HE Tov omoio Ba TpEmel va
avarntuxBouv ano toug Mopeig ta APIs, woTte va ivat EUKOAN N EVOWUATWON TOUG
oto Kévtpo AlwaAsltoupykotntac. MNepypadovtal ol HopdEG TG EL0OSOU Kal TNG
QVOUEVOUEVNG amavinong, n dlaxeiplon Aabwv kabwg Kat n achaAsla.
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Texvikég Npodlaypadec twv mpog dtabeon Stadiktuakwv umnpeotwy Twv Qopéwv

2. Emokétmrnon

AkolouBoUv cuvonTtika ol Tpodlaypad£C mou XPELAleETaL Vo £XeL KABE Kalvoupyla UTINPECIO TIOU
TpoKeLtal va dlateBel yla uAomoinon Kot evowpdtwon oto Kévipo ALdAELToUpyLKOTNTAG.

1. H uninpeoia Ba eival texvoloyiag REST kat Ba déxetal kKAnoelg pe tn pEBodo POST (o€ OUYKEKPLUEVEC
TIEPUITTWOELC, TTOU 0ipoPOoUV KUPLWG QVAKTNGCN OTOXEIWV PE Bacn amAd kpLtipla avalntnong, WNopeL va
xpnotwornownBel kot n uébodog GET)

2. Oha ta emuyelpnotakd dedopéva Ba petafipalovral we json request, oe UTF-8 encoding, péoa oto
owpa (body) Tng POST kARong mou Ba yivetal mpog tnv unnpeoia

3. Q¢ pébBodog aubevtikomoinong (yla Tnv mpoécPach otnv unnpecia ano to KEA) Ba xpnolpomnoteitat
Basic Authorization fj Bearer Authorization (mpoteivetal n uéBodog Basic Authorization)

4. e mepimtwon avemntuxolg aubevtikonmoinong, n uninpeoia Ba emiotpedel http status 401

5. Y& mepintwon emITtUXNUEVNG amAvTnong, n urtnpeoia Ba emtotpédel http status 200 kal n amavtnon Ba
£pxetal oe json format (UTF-8 encoding). Av €xeL cupBel kamolo emixelpnolako Aabog, Ba emiotpedeTal
pLa cuvomtiky meptypadn tou AdBoug oe £16ko medio €€66ou (m.x. {"errorMessage": "Aev Bp£Onkav
anoteAéoparta'})

6. 2e nepinmtwon ocofapol opaiparog (r.x aduvapia avayvwong tou body request Adyw Un €yKupou
format 1 un Siaxepnowun e€aipeon), n uninpecia Ba emiotpédel http status 500 i 400 (6moto BoAevel,
apkel va elvat SladpopeTiko amno to status 200)

7. Av xpelaletat va SlakvnBouv binary 6edopéva, autd Ba petafipalovral otnv kKAnon oe éva nedio
TuTou String e Kwékomoinon base64

8. H uninpeoia Ba tabétel SUo Eexwplota meptBArlovTa: To SOKIUAOTIKO KOL TO APy WYLKO

9. KaBe kolvoupyla umnpecia Bo mpémel va cuvodeletal omd £va oVAAUTIKO €YXELPIOLO TEXVIKWY
npoSiaypadwv to omoio Bo avalUel TN AELTOUPYLIKOTNTA TG UTINPESLAC TToU StaTiBetal kat Ba mepLéxet
L0l CUVOTTTIKN Tieplypadn yLo. OAa Ta emiyelpnoloka nedia e.c06ou & ££660u ¢ unnpeoiag. Emiong, To
gYXELpiOLo TipEmel va mepthapPavel apketd mapadeiypato kAnong (full json requests & json responses)
woTe vo KOAUTITEL (OAgg, av gival epLkTO) TG SUVATEG TIEPUTTWOELG TIOU UIOPOUV VO TTPOUCLACTOUV

10. Mot TG SOKLUEC KO TOU EAEYXOUC TNG VEAG UTINPECLOC amo to KEvtpo AlaAELToupyLlkoTnTOg, XPELaleTal
va dlateBouv peplkd SoklpaoTika Sedopéva eloodou (test input data). Ta dokipaotikd dedopéva Ba
uropovloav (davikd) va mnepllapfdavovtal péca OTo eyxelpiblo Texvikwv Tmpodlaypadwy, o
e18wkn/Eexwploth evotnta
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Texvikég Npodlaypadec twv mpog dtabeon Stadiktuakwv umnpeotwy Twv Qopéwv

3. Npodlaypadéc Twv unnpecLwV TPOG UAomoinon

TNV €VOTNTA QUTH QAMOTUTIWVOVTOL oL TipodlaypadéC mou Xpeldletal va £€XeL n SladLlKTUOKN
unnpeotia mou Ba avarntvéel/vAomnoinost évag Qopéag kat Ba Slabsoel oto KE.A.

O Mopéag Ba xpelaotel va uAomolnoel pa Stadiktuakn unnpeoia texvoloyiag REST (API) pe ta
TLAPOALKATW TEXVIKA XAPAKTNPLOTIKAL:

To APl Ba mpémel yevikad va eival texvohoyiag REST katl va &exetalr POST KANOELG. € GUYKEKPLLEVEG

TIEPUTTWOELG, TIOU apopoUV KUPLWG aVAKTNOoN oTolxelwv Pe BAon KAmola amAd kpLtrpla avalitnong (..

aplBUOG UnTpwou), uropel va xpnotpomnotnBei kat n péBodog GET

OAa ta emiyelpnotaka edopéva Ba petaBiBalovrat wg json request, oe UTF-8 encoding, Héoa 0To owia

(body) tng POST kArjong mou Ba yivetal mpog to API

Av n kAnon umnootnpilel tn péEBodo GET, Ba déxetal Ta oplopata KARoNG wg mapapétpous oto HTTP GET

REQUEST (m.x. /service?afm=000000000&amka=01010100007)

To APl tou Qopéa Ba pmopel va unodextetl oav header mapapetpo (header parameter: "CALL_ID") to

povadiko aplbuo kArjong tou KE.A. (callSequenceld). To KE.A. Oa petaBiBalsL tov povadiko/avayvwpLotiko

aplBuo kAfonc (callSequenceld, mou sivatl évag peydhog aplOudc péxpt 16 Ynoia) ocav header mapdapetpo

(CALL_ID) otnv kArjon mou Ba kavel mpog to APl tou Dopéa. Kahd Ba sivat to NMAnpodoplakd Zuotnua Tou

Qopéa va kataypddel Tnv petaBLBalopevn Tiun yla Adyoug troubleshooting

To API Ba pumopet va umtodexBel tpelg emutAéov header mapapétpoug toug onoioug Ba petapipalet to KE.A.

og kaBe kAnon kat Ba BonBolv otnv avayvwplon tou Popéa MeAATn/KATAVAAWTH KAL TOU OKOTIOU XpoNg:
0 FOREAS_AFM: O AOM tou ®opéa/katavalwth mou mpaypatonolel thv kKAnon péow KEA [STRING(9)]
0 FOREAS_NAME: H snwvupia tou Qopéa/katavalwtr ou npaypatonotei tnv kAfon [STRING(200)]
0 REQUEST_ID: O povadikog aplBuog attipatog tou Popéa/katavalwt otnv EAA (o apBudg

altipatog arnokaAuTteL to M.2. tou Qopéa KaL To KOO XPHong yla To onoio umoPBAnOnke To aitnua)

Q¢ nEBobdog avbevtikomnoinong (yia tnv mpocBacn oto APl amno to KE.A.) Ba xpnoluomnoleital Basic ) Bearer

Authorization

Ye mepintwon avemnituxoug auvBevtikomnoinong, to APl Ba erotpédel http status 401

Y& neplntwon anayopeuong npocBacng (IP restriction) Adyw ayvwotng IP address, To APl Ba emiotpédel

http status 403 (Mapdptnua B)

Y& nepintwon ooBapol opdlparog (m.x aduvauio avayvwong tou body request Adyw pn €ykupou format

1 un Slaxelpiowun e€aipeon) to APl Ba emiotpédel http status 500 1} 400

Y€ MEPUMTWON EMITUXNUEVNG ammavtnong, To APl Ba emiotpedel http status 200 kal n andvinon Ba £pxetal

oe json format (UTF-8 encoding)

Av xpelaletal va StakwvnBouv binary data (m.y. 6edopévwv apyeiwv pwrtoypadiog 3 PDF kAmn), avta Ba

petaBiBalovrat otnv KAneon os éva nedio tumou String pe Kwdikomnoinon base64

H unnpeoia mou Ba uhomotoel o opéag Ba €xel Suo meptPaiiovta: To SoKIUaoTIKO (TEST) Kot
To Tapaywyko (PROD). Emopévwg Ba dtabétel SUo onpeia kKAfong (endpoints) ta omoia kot Oa
yvwotorowinBolv oto Kévtpo Awadertoupyikdtnrog (uali pe ta  credentials ywa  tnv
oauBevtikomoinon). MNapadstypo URLs:

Aokipaotikod epBarAov (TEST): https://foreas.gr/ked/test/service
Mapaywytko rieptBarov (PROD): https://foreas.gr/ked/service

Otav n umnnpecio tou Dopéa eival €toun oto Soklpaotikd TeplBdrlov, Ba mpémel va
yvwotomnololvtal oto KEA ta onueia kAnong tng (endpoints) kabBw¢ kal ta Slamioteuthipla
(username & password) yla Tnv avBevtikonoinon.
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Texvikég Npodlaypadec twv mpog dtabeon Stadiktuakwv umnpeotwy Twv Qopéwv

1. Eicobog-Request

H unnpeoia Ba unmootnpilel kKARoelg pe tn LEBoSo POST kal Ba Séxetal attripata os JSON
format (UTF-8 encoding).

HTTP pébodog POST
URI /serviceName
Headers Authorization: Basic <encoded_credentials> OR Bearer <access_token>

Content-type: application/json; charset=utf-8

CALL_ID: <Movadikog aptBuog kAnong callSequenceld> [NUMBER(16)]
FOREAS_AFM: <AOM Dopéa/katavolwti> [STRING(9 CHAR)]
FOREAS_NAME: <Enwvupuia Mopsa/katavalwti> [STRING(200 CHAR)]
REQUEST_ID: <Movadikog aptBpog attripatog otnv EAA> [NUMBER(9)]

Napadswypa ENDPOINT | https://foreas.gr/ked/serviceName

OL mapapetpol elod6dou ya tnv kKAnon tou API Ba petafipalovrat og JSON popdn kat Ba
nieplhapBavouv dlakpltd nedia («emiyelpnotakd nedia eLlcodou»). OL TEXVIKEC OVOUOOIEG
Twv nediwv Ba MpEMeL va anmoteAouvtal HOvo amd AQTIVIKA ypAUUATA Kal aplOpoug
(amayopevetal n xpAon eAAnVikwyv, onueiwv otiéng, ebkwv xapaktipwy KAT) Kal
ouviotatal va Sivovtal oe camelCase popdn (rm.x. firstName, birthDate, requestType,
personalPhoneNumber kAm).

210 eyxepidlo texVikwy mpodlaypadwyv tng unnpeoiag, Ba MPEMEL va UTIAPXEL ELOLIKOG
Tiivakag otov omoio Ba amotunwvovtal 6Aa ta nedia elcodou TnN¢ KARoNG, Hall HeE pLa
ouvTOoUN TEXVLKN TtepLypadry aAAd Kal Tov TUTo (Kal purkog) dedouévwy kabe mediov. Otav
éva neblo el06dou eival umoxpewtikd va bivetal otnv €icodo, autd Ba mpémel va
gmonpaivetal (m.x. Le éva actepAkKL i Le edIkn avadopd otnv neplypadr) tou nediouv).

AkolouBel éva mapadetypa mivaka nediwv elcodou:

Nedio Nepypadn Tunog debopévwv (MnKog)

TUTOC attnong. Auvatec TIEC: NUMBER (1)
1 => Altnon xwpic dikatoAoyntikd

applicationType* 2 => Aitnon pe Sikaohoyntika

afm* Ap1Bog @opoioyikou Mntpwou tou ToAltn STRING (9)

name* ‘Ovopa moAltn STRING (40)

surname* Enwvupo moAitn STRING (80)

fatherName Matpwvupo moAitn STRING (40)

motherName Mntpwvupo moAltn STRING (40)
Huepounvia yévvnong moAltn. STRING (10)

birthDate* Mopdn: dd/mm/yyyy (r.x. 18/04/1986)

* 1o nebdio cuUNMAnNPWVETAL UMIOXPEWTIKA OTHV £i0060
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Texvikég Npodlaypadec twv mpog dtabeon Stadiktuakwv umnpeotwy Twv Qopéwv

2. Antavtnon-Response

ITIG ETUTUXNUEVES» KANOELG IPOG TNV unnpecia, to http status tng anodkplong Ba eival
200 kal to neplexopevo Ba emotpeédetal o JSON popodn (UTF-8 encoding). AnAadn ta
nedia e€060u («emiyelpnotaka nedia e€6dou») Ba emotpédovtat oe JSON format.

Mo TG TEXVIKEG ovouaoieg Twv medlwv €€66ou LoxVeL O,TL akplBwg Kat yla ta nedia
€lo06ou: ta nedia e€060u Ba MPEMEL va ATOTEAOUVTAL LOVO OO AQTLVLKA YPAMUOTO Kol
aplBuoug kat cuvictatatl va divovtal oe camelCase popdn (m.x. successCode, requestid,
fileBase64Data, kAm).

210 eyxelpiblo Texvikwy podlaypadwv Tng umnpeciog, Ba UTApPXEL ELSLIKOC TivaKag oToV
omolo Ba amotunwvovtat 6Aa ta nedia e£66ou NG KARONG, Hall UE POl CUVTOMN TEXVLKA

nieplypadr aAAd Kal Tov TUTo (kat pnkog) dedopévwy kabe mediou.

AkoAouBel éva mapadelypa mivaka nediwv e€6dou:

Nebio Nepypadr) Tunog 6edopévwv (Mrkog)

Kwdlkde  emutuxnuévng  umoPoAng  aitnonc. NUMBER (1)

successCode Emotpédel 1 os nepinmtwon emtuyiog

applicationCode | Movadikdg kwdkog aitnong NUMBER (8)

requestDate Huepopnvia umoBoAng aitnong (dd/mm/yyyyy) STRING (10)

info EvnuepwTikd pRvupa STRING (100)
MnAvupa AdBoug. Emiotpédel meplexOpevo av STRING (100)
TOPOUCLOOTEL KATOWo OdAApA KOTA TNV KARON,

errorMessage Sladopetika enotpédet null

Eriionpavon: Ta nedia e€66ou mou dev emotpédouv Tiun (null) otnv anavinon, unopouv
elte va amotumnwvovtal oto response pnta e tnv evoelén null (rm.x. “mobileNumber”: null)
elte va unv amotunwvovtal kaBoAou (autd auvtopdtws Ba onuaivel otL to nedio eival
null).
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Napadsiypa kKARonc (request & response):

Method: POST

HTTP Headers:

Authorization: Basic dXNIcjpwYXNzd29yZDE=

Content-Type: application/json; charset=utf-8

CALL_ID: 1234567890123456  <--- Movabikog aptBuog kAnong tou KE.A. (callSequenceld)

FOREAS_AFM: 000000000 <--- A.®.M. tou Qopéa/katavalwtr tng umnpeciag tou KE.A.

FOREAS_NAME: YMNOYPTEIO X  <--- Enwvupia tou @opéa/katavalwtr tng uttnpeciog tou KE.A.

REQUEST_ID: 12345 <--- ApBpdg attripartog mou €xet urtoPAnBet otnv EAA and to Qopéa/katavalwtn

Request:

"applicationType": 1,

"afm": "000000000",

"name": "ONOMA",

"surname": "EMMQNYMO",
"fatherName": "MIATPQNYMOQO",
"motherName": "MIHTPQNYMO",
"birthDate": "21/05/1990"

Response (HTTP STATUS 200):

{

"successCode": 1,

"applicationCode": 12345,

"requestDate": "03/07/2025",

"info": "To aitnua pe aptduo 12345 uroBAnvnke emtuywc”,
"errorMessage": null

}
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4. AcpdaAeia (Security)

1. Acdpalera & M£Bodog avBeviikonoinong

MNa tnv ouBevTIKOTOINON TWV UMNPECLWV HMOpPEl va xpnolwgomolnBel eite Basic
Authorization eite Bearer Authorization, aA\da w¢ péBodog aubeviikomoinong
npoteivetal n Basic Authorization.

O O@opéag mou €xeL Ulomoujoel TNV unnpeoia, Oa Swabétel oto Kévtpo
Alodettoupykétntag leuydpla cuvOnuatikwy (username kat password), €va ywa To
SOKLUOOTIKO Kal €val ylo TO TApOYWYLIKO TEpBAAAOY, yla thv auBeviikomoinon twv
kKAnoswv. Ta Slamioteutipla Ba xpnolpononBolvial amokAElOTIKA and to Kévipo
AloettopykoTNTAG.

1.1 AuBevtikonoinon péow Basic Authorization

ITNV UToevotnTa outr Tieplypddetal n péBodog aubBevtikomoinong upéow Basic
Authorization, n omoia kat cuviotatat ctoug Qopeic.

KaBe kAnon mou Ba mpayuatonoleitat mpog tnv unnpecia tou Qopéa, Ba meplhapPavel
évav Header o omoiog¢ Ba meplExel To Gvoua XPHotn Kal tov Kwdlkd mpocPaong, o€
KwdLkomolnuévn popdn Baseb4. O header Ba sivat tng popdnic:

Authorization: Basic <éiamioteutipla>

omou ta Slamioteutnpla eival n kwdikomoinon o€ Base64 tou ovopaTog XpPrHoTn KoL Tou

“,n

KwSLKoU pdofacng, cUVEVWHEVA LE TO Xapaktpa “:”.

MNna mopddelypa, av to ovoua xpnotn eivat “user” kat o kKwdkO¢ mpoéoPfaong eival
“passwordl”, tote Oa mpémelt va ouumneplAndBei o mapokdtw Header ywa TNV
auBevtikomnoinon:

Authorization: Basic dXNlcjpwYXNzd29yZDE=

orou “dXNIcjpwYXNzd29yZDE=" eival n Base64 kwdikomoinon tou oAdaplOuntikov
“user:password1”.

Ye mepintwon mou d00oUv AavBaopéva Samioteutrpla (6nAadn Adbog username n
password) téte n unnpeoia tou Qopéa Ba emiotpedel status 401/Unauthorized ywpig
response. Epooov 10 lelyog Twv Slamioteutnpiwv (username Kkat password) mou
Xxpnotpormnotovuvtal oto authorization header givat cwota KAl n kKArjon mpaypotomnoleital
a6 avapevopevn IP address KAl oto cwpa €l00dou mep\apfavetal €va €yKupo json
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request, n unnpeoia tou Popéa Ba amavtdel pe http status 200 kat pe KatdAAnAo
response, mou Ba mep\appavel ta enixelpnotakd nedia e€66ouv g unnpeaoiag.

Je mepinmtwon mou otnv eicodo (body) 6ev S0Bel éva €ykupo json request pe Ta
nipoPAenopeva nedia elod6dou (KakooxnUaTIoUEVO request), n unnpeocia tou Mopéa Ba
erotpédel http status 500/Internal Server Error.

1.2 AuBevtikonoinon péow Bearer Authentication

Itnv neplmtwon nov enileyetl autn n pEBodog auvbevtikomoinong, o Mopéag Ba mpémet va
Sla0éoeL éva emumAéov APl yla TV auBeviikomoinon Kal tnv mapaywyn EVog mpoowpLvou
token. To APl auto, To omoio mpoteivetal va ovopdletal authenticate i authToken, 6a
XPNOLUoToLeLTaL yLla TNV e€ouclodotnon Kat tn Afn evog koutoviol pocPaong (access
token) Bpaxeiog Slapkelag:

HTTP nébodog POST
URI /authenticate
Headers Authorization: Basic <kw8&Komotnpéva dlamoteutiplo>

Napadswypa ENDPOINT (TEST) https://foreas.gr/ked/test/authenticate

MNapddewypa ENDPOINT (PROD) | https://foreas.gr/ked/authenticate

TNV apxn NG emkowwviag petafl tou Mopéa kat Tou KEvipou ALAAELTOUPYLKOTNTAG, TO
Kévtpo AlaAeltoupylkotnTag Oa XpeLlooTeL va oKTroeL €va access token mepLOPLOPEVNG
Slapkelag. N’ autd to okomo, Oa TPEMEL va TAPEXETAL LA TIPOKATAPKTIKI) KARon
amoktnong tou token, pe pwo POST kAnon mpoc to APl authenticate kot xprion Basic
Authorization (6nAadn Vi3 username Ko password -
https://datatracker.ietf.org/doc/html/rfc7617).

O ®opéag Oa dabeoel ek Twv MPoTtéPwV oto Kevtpo AlaAettoupylkotntag Eva {euyapt
ouvOnuatikwyv (username & password) ywa tnv auBevtikomoinon. To KEA Ba
Snuloupynoet éva string Tng popdng username:password, Ba to kwdikomolel oe base64
kal Ba to mpocBEtel otoug headers tng POST kArjong mpog to APl authenticate, w¢ €nc:

POST https://foreas.gr/ked/authenticate
Header => Authorization: Basic <base64 encoded username:password>

Mna mopddelypa, av to ovoua xprnotn eivat “user” kat o kKwdkO¢ mpoéoPfaong eival
“passwordl”, tote mpémnelL otnv KAon va npootebel o mapakdatw Authorization Header
yla tnv avBevtikonoinon:

Authorization: Basic dXNIcjpwYXNzd29yZDE=

omou “dXNlcjpwYXNzd29yZDE=" eivaL n Base64 kwdikomoinon tou aAdaplOuntikov
“user:password1”.
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A0 POPETIKA, TLX. LE XPAON TNG €VIOANG curl TOU KAVEL QUTOMATA TN UETOTPOMH OE
base64:

curl -X POST https://foreas.gr/ked/service/authenticate -u 'user:passwordl’

Ou amokpioelg AdBoug Ttou APl authenticate oe mepimtwon amotuxnuévng
g€oualodotnong Aoyw xpriong Aavbacpévwy cuvOnuatikwy Ba eivat 401/Unauthorized,
EVW Ot TEpimtwon kKARong amod «dyvwotn» IP (6nAadn amd IP mou Sev avhKeL OTLG
urntoSopég tou KEA — Mapdptnua B) Ba sivat 403/Forbidden.

Eddoov to Lelyog To Lelyog username kal password eival cowotd, to APl authenticate 6a
anavtdel pe http status 200 kot oto response Ba eMIOTPEDEL TIG TapaKATw MANPodopieg

o€ json popdn:

* tov tUmo tou token (token_type: Bearer)
* To npoowptvo token (access_token)
*tn Siapkela tou o€ SeutepoAenta (expires_in)

MNapadelypa emtuxnuévng amokplong (HTTP STATUS 200) tou API authenticate:
{

"token_type": "Bearer",
"access_token": "6B29FC40-CA47-1067-B31D-00DD010662DA",
"expires_in": "600"

}

To access_token mou enwotpeédetal pnopet va eivat popdng JWT 1 andwg éva GUID. Oa
TPEMEL va apkel wote va dwaoel mpooPacn oto kupiwg APl tou Qopéa kat cuviotatal va
€xeL Slapkela 600 Seutepolemta/10 Aemtd (ToutéoTly, TO expires_in cuviotatol va
emotpédel TNV T 600). OAeg oL KANOELS Ttpog To Kupiwg APl Ba mepléxouv to access
token (rmou AfdBnke and to APl authenticate) oto header tn¢ KAoONG UE TNV MOPAKATW

Hopdn:
Authorization: Bearer <access_token>

Ye mepintwon mou to access token eivat Aavbaopévo (un €ykupo) r Anyuévo, TOTe TO
Kupiwc APl Ba emiotpedel http status 401/Unauthorized xwpig response
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Texvikég Npodlaypadec twv mpog dtabeon Stadiktuakwv umnpeotwy Twv Qopéwv

2. Aradiktvakn NMpooBaon

H Swktuakn mpooBaon otig unnpecieg twv Oopéwv Ba yivetal pe HTTPS/TLS1.2 péoa amno
TG utoSopEG TG MNI&WA, pe kwdikoUL¢ xpriong mou Ba divovral anod toug Popeic. Ot
Stadiktuakég SievuBuvoelg (IP addresses) tou KE.A. tng MMNZ&WA Ba 606oUv oto Dopéa
wote va Slaodalioel NV TMPOoBOCNH OTNV OCUYKEKPLUEVN UTNPECIO HOVO amod TIG
ouykekpluéveg SlevBuvoelg (Mapdaptnua B). Avtiotowxa, ol SteuBuvoelg (IP addresses)
TwV uTtnpeolwV Twv Qopéwv Ba 600oUv otn MMNI&WA, wote va StaodaAlobel n avrtAnon
TIANPOdOPLWV LOVO OTIO TIG CUYKEKPLUEVEC SleuBUVOELC.

Y& MepPUMTWON MOU Tpaypatonolnbel kKAnon mpog tnv unnpecia and kanowa IP address
miou &ev avrkel otn Alota Stadiktuakwy SleuBUVoewV Tou KEvTpou ALOAELITOUPYLKOTNTOG,
TotTE N unnpeoia tou Qopea Ba emiotpedel http status 403/Forbidden xwpic response.
Mot dtadiktuakn mpooPacn Kat TG IPs oTLG Omoleg MPEMEL vaL ETUTPETETAL N TTpOcBaaon,
napakaAoL e deite o Mapaptnua B.
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Texvikég Npodlaypadec twv mpog dtabeon Stadiktuakwv umnpeotwy Twv Qopéwv

5. Avtipyetwtrion/Alaxeipion Aadwv

Avadoptka pe tn dlaxeiplon Aabwv, onmwg avadpEpBnke kal mapandavw, otnv untnpeoia tou Popéa Ba
TPEMEL va UTIAPYXEL Eva Slakplto nedio e€0dou (m.x. errorMessage) To omoio Ba emiotpédel TIUR OTOV
ouUBel kamolo Aoyikd/emixelpnolako odpaiua.

AKOUN Kol otnVv Tepintwon opdaApatog, to enotpedopevo HTTP STATUS mpémnet va eival 200, ektdg Kat
av mpokU el kKamolo oAU coBapo adpdalpa (un Staxelplowun e€aipeon) mou dev punopel va Slaxelplotel n
unnpeoia tou Qopéa — omote to HTTP STATUS umopei va sival Stadopetikod (cuvribwe 500/Internal
Server Error rj 400/Bad Request).

Av ol meputtwosl AaBwv eival apketég kat Sladopetikég, o Popéag Suvatal va KAVEL KATOLX
opadomnoinon kat va Stabéosl SUo Slakpita media: éva yla tov kwdko Aaboug (m.y. errorCode) kal éva
yla tnv mepypadn Aaboug (m.x. errorDescription)

Mapadeiypata response os nepinmtwon AdBoug:

-- http status: 200
-- response:

{

"errorMessage": "Aev BpeGnkav anoteAéouara, aAdaéte ta kpitipla avalntnong”

}

-- http status: 200
-- response:

{
"errorCode": "WS_INVALID_INPUT",

"errorDescription": "To mebiou et00dou afm bev eivat Eykupog AptBuog Mopoloyikou Mntpwou"

}

210 eyxelpiblo texvikwy mpodlaypadwy rov Ba Stabécel o Dopéag, Ba mpémnel va uTApxeL LBLIKA evoTnTa
yla tn Suaxeipion AoBwv mou Ba avadépel OAec TIC SuvaTEG TEPUTTWOEL odpalpdtwv kot Ba
niephapBavet 161k6 kwdikoloyio Aabwv, SnAadn mivoka pe 6Aa ta pnvopota Aabwv mou pmopolv va
TpoKUYPouV KOTA TIC KANOELG TNG UTtnpEaiag.
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Texvikég Npodlaypadec twv mpog dtabeon Stadiktuakwv umnpeotwy Twv Qopéwv

MNapdpTnua A — Agiypata KAQOEWV TWV YTTNPECIWV

Mo kaBe dtabéaipo APl Tng uninpeoiag, Ba mpénel va divovrat apketd napadeiypata kAnong (full
json requests & json responses). OnwodnAmote €va TMAPASEYUA ETMTUXNMEVNG KARONG
(emutuxnuévn amokplon) Kot Eva mapadelypa Pe emotpodr oPAARATOC.

e APl /submitRequest

KAnon 1. MNapadelypa KAONG UE EMLTUXNUEVN UTTOBOAN OULTAHOTOG

Request:

{
"applicationType": 1,
"afm": "026310919",
"name": "AHMHTPIOZ",
"surname": "TEZTOMOYAOZ",
"fatherName": "NIKOAAOZ",
"motherName": "MAPIA",
"birthDate": "08/05/1986"

ATIOTEAECUO ATIOKPLONG TNG TTOPATIAVW KANONG:

{

"successCode": 1,

"applicationCode": 12345,

"requestDate": "03/07/2025"

"info": "To aitnpa pe aptOpo 12345 unoBAROnke emtuxwg"”,
"errorMessage": null
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Texvikég Npodlaypadec twv mpog dtabeon Stadiktuakwv umnpeotwy Twv Qopéwv

KAfon 2. MNapadelypa KAoNG UE AOTUXNHEVN UTOBOAR attHLATOG (EMLXELPNOLOKO GhAApLa)

Request:

{
"applicationType": 1,
"afm": "000000000",
"name": "ONOMA",
"surname": "EMQNYMOQO",
"fatherName": "MATPQNYMO",
"motherName": "MHTPQNYMO",
"birthDate": "01/01/1980"

ATOTEAECO ATIOKPLONG TNG TTOPATIAVW KANONG:

"successCode": 0,
"errorMessage": "A&gv EMUTPEMETAL TO ATNLA YLO AUTOV TOV TIOALTHN, 0 TtoAitng Sev untdpxet oto Dopoloyké Mntpwo"

}
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Texvikég Npodlaypadec twv mpog dtabeon Stadiktuakwv umnpeotwy Twv Qopéwv

Mapdaptnua B — lMepilopiopog mpocfaong / AiadikTuakn Tpoofaon
mpPog TIG uTTodouéG Tou KEA (IP restriction)

Mo nepattépw aodalela, oL untnpeoieg mou Ba avamtuxBolv amno toug Popeic Ba mpémel yevika va eival
MPOOPACIUEG UOVO HEoA amo TG UToSOoUEG Tou KéEvtpou ALOAElTOUPYLKOTNTAG KOl va  glvat
«QTTOKOUUEVEG» Ao To uToAoLno Siktuo. OAeg ol KANoelg Ba mpayuatonolovvtal péoa and toug ESB
Servers Tou Kévipou AlaAeltoupylkotntag tng IMNX kot Ba xpelaotel va 60Bei mpdoPaocn mpog
OUYKEKPLUEVEC IP SleuBuvoelc. AnAadn n Stadiktuakn MpocBaon Ba EMITPEMETAL LOVO O EMLAEYUEVEG
IPs kot Ba anayopevetal (access forbidden) mpog 0Aeg Tig uTOAOUTEG.

H Public IP twv umodopwv tou Kévtpou AlaAsitoupylkotntag eival n 84.205.223.156. H eEepyouevn
http/https kivnon (destination port) Stépxetal pEow proxy Kot LoxUOUV KAl oL TTapakatw IPs:

84.205.231.33 £w¢ 46
84.205.244.129 £wq 142

Emeldn ol KANOCEL MpayUoTOMOloUVTIAL HECW proxy server amo toug ESB Servers tou KEA, toylouv
erumA£ov oL akOAouBeg IPs:

10.16.172.131

10.16.172.132

10.16.172.162

10.16.171.44

10.16.171.45

10.16.171.46

10.16.171.124

10.16.171.125

10.16.171.49

10.30.11.176

10.30.239.242 (Old Proxy Server)
10.30.239.204 (New Proxy Server)
10.30.239.200 £wc¢ 207 (interface of new Load Balancer)

Oa xpelaotei va §00el mpocBacn mpog OAEG TIC avwTEPW IPs.

Na enionpavOel mwe eneldn n mpooBaocn Ba yivetal and toug ESB Servers tou KEA péow proxy server, ot
KANoeLg evoéxetal va ¢pBavouv otig umodopeg twv Popéwv (avaloya kat Pe TG SLadikTtuakeg pubuioelg
niou edpappolovral) pe IPs (tputhéteg) tng popodng: (ESB_Server_IP, Proxy_Server_IP, Public_IP), m.x.

(10.16.172.132, 10.30.239.204, 84.205.223.156)

Enopévwe kaAho Ba eival va mpooteBouv oto access list 0Aec oL mapandavw IPs (akopa kat ot
"Sekapeg").

‘Otav npog to APl tou Dopa npaypatonoleital pia KAnon ano “ayvwaotn” IP, to APl Ba npémel
va unv aodéxetan tnv KARon kot va anavtaet ie http status 403/Forbidden.
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